North Carolina Department of Public Instruction | School Nutrition Services Section
Criteria and/or Procedures
for Using Web-based School Meals Applications
1. 
School Food Authorities (SFAs) must have the capability to provide legally binding electronic signatures per State and local regulation. 
2. 
SFAs must review local laws and seek local counsel on the use of electronic signatures. Seek input from SFA’s technology staff. 
3.
SFAs are not required to accept online meal applications from households. 

4. 
SFAs must obtain written approval from the state agency and their local superintendent or board of education in order to use web-based meal applications. The attached checklist must be completed and submitted annually to the state agency along with the request to use web-based meal applications. 

5. 
SFAs cannot convert totally to an electronic system and force applicants to submit a web-based meal application. SFAs must be able to provide paper household applications, even if they have an electronic application process. 

6. 
If SFAs have the capability to provide legally binding electronic signatures, there is no requirement to collect hard copies of the application with the actual signature. 

7. 
Records must be complete, uniform, easily understood, and easily accessible. Develop a security process for approved staff members who will be processing information. Include any contractual arrangement for outsourcing of management or storage functions, if that is applicable in the SFA. 

8. 
Develop plans for retaining data in accordance with the record keeping requirements for a minimum of three years plus the current year. 

9.
Develop plans for disposing of the information, while ensuring that it is confidential but available to those who need it. Address how changes in staffing and or outdated software will be accommodated. 

10.
Design secure electronic systems to guard against data corruption, equipment failures, hardware and software problems and storage media deterioration. 

11.
Develop annual training for the SFA's staff processor; maintain records for audit/review. 

12.
Ensure that passwords and encryption codes are preserved to maintain access to archived information. 

13.
Address the above issues in written internal procedures for the SFA. 

14.
Approval will be granted to SFAs on a case-by-case basis, after review of all pertinent documents.   

References:

Eligibility Manual for School Meals, Federal Policy for Determining and Verifying Eligibility, United States Department of Agriculture, August 2015. 

USDA Policy Memorandum SP 10-2007:  Update on Electronic Transactions in Child Nutrition Programs 
Web-based School Meals Applications

Checklist
A. This checklist must be submitted annually to the School Nutrition Services Section. 
B. Please keep a completed copy of this document for the SFA’s files. 
C. It is the SFA’s responsibility to ensure that procedures comply with state and local regulations. 
D. A periodic review will ensure that this level of compliance is obtained.  
	Name of School Food Authority:
	


Please respond “Yes” or “No” to each of the following checklist items.
	Checklist Items
	Yes
	No

	1. Do you have written internal procedures for processing web-based applications for school meals? 
(Please attach a copy of the procedures.) 
Procedures should address: 

· Conversions steps to make this process available 

· Contingency plan to address unauthorized access and security risks 

· Confidentiality, including who has access to the information and why 

· Description of how identity of all people, both inside and outside of the local agency, will be authenticated. 

· Include how passwords, PINs and encryption codes will be preserved to maintain access to archived information. 

· Implementation and training. Include records that will be retained to reveal how the transaction was processed. 

· Legal risks 

· Back-up procedures 

· Periodic review, evaluation and update 

· Record retention and storage, including a description of how information will be made accessible to reviewers and auditors 
	
	

	2. Has the process been reviewed and approved by your local technology staff and the Board’s attorney? 
(Attach documentation.) 
	
	

	3. Do you have the capability to provide for legally binding electronic signatures? 
(If this is not included in your procedures, please attach an explanation.) 
	
	

	4. Are households able to submit a paper application?
	
	

	5. Has the process been reviewed to ensure that it accommodates any new School Nutrition Program requirements?
	
	

	6. Do your electronic records contain, at a minimum: 

· Date and time of transaction 

· Identity and location of each person who transmitted information 

· Confirmation from the system that the transaction was received 

· Complete contents of the transaction 

· Complete instructions and terms of the agreement and confirmation that these were made available to the person submitting the information 

· Certification that the person submitting the information is legally bound by the terms of the transaction and that they agree to be held accountable for the information provided 

· Certification that the information is true and accurate

· Mechanism to prove that the transaction was not altered
	
	

	7. Is your system reliable so that the document is always preserved in a useable format? 
	
	

	8. Will you be able to recover the data once the software is outdated? 
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