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Appendix F: Food Defense Plan
Description:  The standards presented in this section are based on the 2009 FDA Food Code and 2011 Food Code Supplement. 

Prerequisite programs address facilities, equipment, employees, cleaning, sanitizing, and pest control.

Standards that address safe food handling are outlined in Section 2-5: Safe Food Handling Procedures.
	FACILITIES
	MONITORING

FREQUENCY

	The facility is compliant with Occupational Safety and Health Administration (OSHA) regulations. (Refer to www.osha.gov )
	Annual

	The facility has a Food Defense Plan and a copy of the plan is inserted into Appendix F of this section 2-4 Prerequisite Programs. (Refer to Appendix F for assistance with developing the plan).
	Annual

	There is a clearly marked salvage storage area for recalled or damaged foods to be held until proper arrangements for disposal, return, or crediting can be made with the vendor.
	Annual

	Floors, walls, and ceilings are smooth, nonabsorbent, and in good repair.  
	Annual

	Floors are wear-resistant, slip-resistant, nonporous, and graded to drain.  
	Annual

	Adequate floor drainage is in high moisture areas.
	Annual

	Lights positioned above workstations so Employees do not cast shadows onto their work surface.  
	Annual

	Light bulbs shielded, coated, and/or shatterproof are in all areas.  
	Annual

	Refrigerators, freezers, and dry storage areas have sufficient lighting (110 lux).
Lux is equal to the total intensity of light that falls on a one square meter surface that is one foot away from the point source of light. Your local health department has equipment that can be used to measure this.
	Annual

	The ventilation system meets local regulations and is properly constructed.  
	Annual

	Ventilation in chemical storage areas is installed in accordance with appropriate building codes.
	Annual

	At least one garbage can with a tight-fitting lid and that is large enough to handle all garbage is in each work area. (EXCEPTION:  If lids are not available, then the garbage can liner must be kept tied when the can is not in use.)  
	Annual

	Appropriately sized plastic liners line all garbage cans located in each work area. 
	Monthly

	Recyclying containers are clean, pest-proof, and located as far away from the building as local regulations allow.
	Monthly

	Dumpster and dumpster pad area are maintained in a clean condition.
	Monthly

	Garbage is removed from all work areas at least once per day.  
	Daily

	Garbage cans are washed daily inside and out with hot, soapy water and rinsed well.   
	Daily


	EQUIPMENT STANDARDS – Selection and Installation
	MONITORING

FREQUENCY

	Transport vehicles are sufficiently equipped to transport foods at safe temperatures and in a sanitary manner.
	Monthly

	All food equipment meets an ANSI-accredited set of standards [Underwriter’s Laboratory (UL) sanitation and NSF are common].  Water heaters do not need to meet these standards. 
	Annual

	All equipment is installed, in good working condition, and used according to manufacturer instructions.
	Annual

	Stationary shelving or equipment is mounted on legs that are at least six inches off the floor or are sealed to a masonry base.
	Annual

	Stationary equipment is mounted on legs on a tabletop at least four inches between the base of the equipment and the tabletop.
	Annual

	All cracks or seams over 1/32-inch are filled with a nontoxic, food-grade sealant.
	Annual

	EQUIPMENT -- Maintenance
	MONITORING

FREQUENCY

	Regular preventive maintenance is performed on transport vehicles and vehicles are in safe working order.
	Monthly

	Thermometer accuracy is checked daily and calibrated as needed.
	Daily

	All equipment is maintained in good working order.
	As needed

	Unused, broken, or obsolete equipment is removed from the facility.
	As needed


Insert your equipment preventive maintenance schedule behind this page. Refer to Appendix 2 in this 2-2:Prerequisite Programs section and 2-3:Operation Assessment and for more information.
For your convenience a chart is included on the following page; however, you may insert a customized preventive maintenance schedule that includes similar information.

Equipment Preventive Maintenance Schedule
Refer to Appendix B for recommendations.
	Equipment to be inspected for preventive maintenance
	Who will perform the maintenance
	Planned Date or Frequency of Preventive Maintenance

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	EMPLOYEES -Health

Note: Restricting or excluding employees from work pertain to an individual working with unpackaged food, food equipment or utensils, or food-contact surfaces. This situation could be a factor when warehouse drivers are allowed into kitchen facilities where food preparation is occurring. Assess the risk and determine if a driver should be allowed to enter food preparation areas to deliver foods.
	MONITORING
FREQUENCY

	Employees who exhibit the following symptoms should be restricted or excluded from work according to the Charts in Appendix A:

· Vomiting from infectious condition
· Diarrhea from infectious condition
· Sore throat with fever
· Diagnosed with Shigella, Norovirus, E. coli, or Hepatitis A.
· Onset of jaundice within 7 days
· Diagnosed with Salmonella Typhi within past three months
· Infected cuts or wounds, or lesions containing pus on the hand, wrist, and exposed body parts
	As needed

	Foodborne illness complaints are documented on Foodborne Illness Complaint Form (see 2-6: Monitoring and Recordkeeping). 
	As needed

	Employees who have infected cuts, abrasions, or sores on their hands and forearms are wearing bandages and non-latex, single-use gloves over the bandages.
	As needed

	Employees are not sneezing or coughing near exposed foods.
	Daily

	EMPLOYEES - Appearance


	MONITORING
FREQUENCY

	Employees are wearing appropriate clothing when they begin work -- clean clothing with sleeves and clean non-skid close-toed work shoes. 
	Daily

	EMPLOYEES - Other Hygienic Practices


	MONITORING
FREQUENCY

	Employees bathe daily.
	Daily

	Employees eat only in designated break areas. If beverages are consumed in food storage areas, the beverage is in a cup with a lid and straw and is not stored above foods.
	Daily

	EMPLOYEES -- Handwashing
	MONITORING
FREQUENCY

	Employees wash their hands with warm water and hand soap for at least 20 seconds, then rinse under warm water, and use a single-use towel to dry their hands.  
	Daily

	All handwashing is done in an approved handwashing sink that has running water at 100oF or hotter, handsoap, and towel dispenser.
	Daily

	Employees do not touch any ready-to-eat foods with their bare hands.  
	Daily

	EMPLOYEES – CONTINUING EDUCATION & PROFESSIONAL DEVELOPMENT: Warehouse Manager or Administrator
	MONITORING
FREQUENCY

	At least one employee having supervisory and management responsibility and the authority to direct and control the warehouse services shall be a certified food protection manager who has shown proficiency of required information through passing a test that is part of an American National Standards Institute (ANSI)-accredited program, which is the accrediting organization for the Conference for Food Protection Standards for accreditation of food protection manager certification programs. Documentation of certification is filed in section 2-9 Training. (Note: this employee with suppervisory and management responsibility may be a Warehouse Manager, Child Nutrition  Admminisrator, Warehouse Supervisor, etc.)
	Annual

	EMPLOYEES – CONTINUING EDUCATION & PROFESSIONAL DEVELOPMENT: All Employees
	MONITORING
FREQUENCY

	All warehouse employees will complete a basic food safety educational course every three to five years (refer to the Child Nutriton Website at http://childnutrition.ncpublicschools.gov/front-page/information-resources/haccp-food-safety under the Central Warehouse link for educational materials). The frequency of continuing education will be determined by the Child Nutrition Admninistrator. The continuing education must include basic food safety requirements about personal hygiene, safe food temperatures, and proper receiving and storage techniques that are consistent with the HACCP plan requirements.
	Annual


	EMPLOYEE EDUCATION – Conditional Employees
	MONITORING

FREQUENCY

	The hiring administrator or designee explains the Employee Health Policy and Agreement to any conditional school nutrition employee when the job offer is made. This will provide an opportunity for the potential employee to report symptoms, diagnoses, or exposures before starting work. The administrator (or designee) will follow the Employee Health Policy if the conditional employee reports a symptom or exposure.  
	As needed


	EMPLOYEES – EDUCATION & PROFESSIONAL DEVELOPMENT: New Employee Orientation
	MONITORING
FREQUENCY

	The warehouse manager (or their designee) completes HANDOUT 1:  Food Safety Checklist for New Employees (p. 9) within two days after a new employee begins work. 
	As needed

	The warehouse manager (or their designee) will show all new employees where the HACCP binder is located and review how the  HACCP Plan is organized.
	As needed

	The warehouse manager (or their designee) will show all new employees including substitues where the MSDS information is located as soon as they report to work for the first time.
	As needed


	PEST CONTROL
	MONITORING
FREQUENCY

	A licensed pest management professional (PMP) is on staff or is on contract to service the operation.
	Annual

	A map of the facility's interior and exterior layout is available and updated each year so one can mark exactly where evidence of pests were found and where bait traps were placed.  
	Annual

	Cracks and crevices are sealed and screens closed and in good condition.
	Annual

	All openings that surround wiring, drain pipes, vents, and flues are caulked or sealed.
	Annual

	Windows and vents are covered with at least a 16-mesh wire screening. 
	Annual

	Cracks and gaps are covered at all exterior doors and walls.
	Annual

	Air curtains or fly fans are installed, if necessary, and used.
	Annual

	Lighting is installed away from exterior doors to avoid attracting flying insects.
	Annual

	Areas surrounding light switches, bulletin boards, and vent hoods are caulked and sealed. 
	Annual

	All pipes and electrical lines are sealed with wire mesh (copper pads) and/or caulking.
	Annual

	All pesticides are dispensed and applied by a licensed pest management professional (PMP).
	As needed

	Facilities treated as needed. Manager will call for additional pest control visits on an as needed basis when there are noticeable problems between regularly scheduled visits.
	As needed

	Instructions on product labels are followed when warehouse employees are using pesticides. 
	As needed

	The building exterior and perimeter is clean and free of clutter and debris.
	Monthly

	Insecticides and rodent traps are properly used in and near the garbage and waste area. Indoors, it is preferable to use traps over baits because you never know where the rodent may die.
	Monthly

	Trapping devices or other means of pests control are properly maintained and used.
	Monthly

	Pesticides are kept in their original containers and properly stored.  Pesticides are never stored in food containers.
	Monthly

	Floor drains are free of food particles and other debris.
	Daily

	CLEANING – Equipment and Surfaces
	MONITORING
FREQUENCY

	Equipment is unplugged before cleaning and food and soil removed from under and around equipment.
	As needed

	Detachable parts are removed and manually washed and rinsed.  
	As needed

	Non-food contact surfaces such as floors, walls, ceilings, shelving, doillies, and non-food contact areas of equipment are maintained in clean condition.
	Daily and Monthly

	CLEANING – Thermometers
	MONITORING
FREQUENCY

	The probe or stem of a thermometer is cleaned.
	As needed

	The probe or stem of a thermometer is cleaned and sanitized if using to check the internal temperature of foods.
	As needed


	HAZARD COMMUNICATIONS
	MONITORING
FREQUENCY

	A list of all hazardous chemicals used in the foodservice operation is available at each site (see Section 2-2: School Description).
	Annual

	Material Safety Data Sheets (MSDS) are available for all hazardous chemicals used in the operation.
	Annual

	Material Safety Data Sheets are stored alphabetically in a binder in a location that is accessible to all Employees. Name of the chemical and emergency procedures are highlighted for quick reference.
	Annual

	Hazardous chemicals that are past dated or that have not been used within one year are properly discarded.  Contact the local environmental health department for guidelines about the disposal of hazardous waste.
	Annual

	Employees, including substitutes, are trained about the hazard communication program and the location of the MSDS information.
	Annual and as needed for subs

	The original container of all hazardous chemicals must be properly marked with:

· common name of the contents; 

· appropriate hazard warnings (it can be any message, words, pictures or symbols that convey the hazards of the chemical(s) on the container; and

· names and addresses of the manufacturers or other responsible parties. 

The label must be legible, in English (and in other languages as needed), and prominently displayed.

If not in the original container, the item is clearly labeled on the side of the holding container with the specific name of the contents (i.e. Chlorine Bleach solution, QUATS solution instead of sanitizer). Do not label the lid because lids are interchangeable. Some chemical suppliers provide labels.
	Monthly



HANDOUT 1:  Food Safety Checklist for New Employees

Required for all New Employees including substitutes within 2 days of starting work.

(Note: it is recommended that this form be used as a refresher for all employees 

at the start of the school year.)

	
	

	Name of Employee
	Position


	PROCEDURE
	*DATE EXPLAINED 

	Employee Health Policy (if applicable)
Note: Restricting or excluding employees from work pertain to an individual working with unpackaged food, food equipment or utensils, or food-contact surfaces. This situation could be a factor when warehouse drivers are allowed into kitchen facilities where food preparation is occurring. Assess the risk and determine if a driver should be allowed to enter food preparation areas to deliver foods.

	Employee Health -- If you have a sore throat with fever, diarrhea, vomiting, or nausea, tell your manager as these are all possible symptoms of foodborne illness.  You must tell your manager if you have been diagnosed with a foodborne illness caused by – E. coli 0157:H7, Shigella, Salmonella Typhi, Norovirus, or Hepatitis A virus.  If you have one of the four symptoms of foodborne illness, you will only be allowed to work when you no longer exhibit the symptoms.  If you have been diagnosed with one of the big five pathogens, you must provide medical documentation before you can return to work.  Read and sign the annual Employee Health Policy Agreement.
	

	HACCP Plan

	Location of the HACCP plan and using the information – Each school has a Hazard Analysis Critical Control Point (HACCP) plan to ensure food safety. Review the contents of the plan and show where the plan is located.
	

	Employee’s role in carrying out the HACCP plan requirements – employees share HACCP/food safety responsibilities with the manager. Food safety is monitored regularly on varied frequencies – daily, weekly, monthly, annually. Refer to the plan for more details.
	

	Personal Hygiene

	Illness policy—Follow all of the instructions contained in the Employee Health Policy as pertained to working around exposed foods.
	

	Hair restraint – cover all hair -- A hair restraint, such as a hair net, cap, or wrap around visor, must be worn in a way that keeps hair from getting into food when entering food preparation areas for deliveries.  Long hair must be pulled back and restrained.  Wigs and hairspray are not substitutes for a hair restraint.  
	

	Bathe daily and no perfume allowed – Employees must be clean and not wear perfume or other highly scented topical cosmetics.
	

	Jewelry – limited to plain wedding band -- No jewelry can be worn on the hands and arms while working.  This includes rings, bracelets, watches, and medical alert bracelets.  The only exception is that a plain wedding band, with no gemstones, can be worn.  A medical alert bracelet can be worn as an ankle bracelet or on a chain as a necklace if the chain is long enough to tuck into one’s shirt.
	

	Fingernails – short, unpolished, clean with no artificial nails -- Long fingernails, artificial fingernails, and polished fingernails are not allowed.  Employees must keep their nails clean, trimmed, and filed.  
	

	Open sores, cuts, abrasions, or burns must be completely covered when handling food -- If you have an infected cut/lesion/boil on your hands or forearms, bandage it and wear non-latex single-use gloves over it if handling exposed foods.
	

	Smoking policy -- Smoking in food storage areas is not allowed.  Smoking is only allowed in an area designated by the site manager.  Some schools do not allow smoking anywhere on school property. 
	

	Sneezing/coughing and associated appropriate behaviors -- Any time you sneeze, cough, touch your hair or body, you must properly wash your hands if handling exposed foods.
	

	Eating, drinking, and gum chewing only in designated areas – Only beverages that are in a lidded cup with a straw can be consumed while working in food storage or preparation areas. While in use, the drink cup must be stored in a location designated by the warehouse manager and nowhere else.  Eating is also not allowed except in areas designated by the warehouse manager.  Gum chewing is not allowed at any time any where in the operation.
	

	Break and meal policy – where and when breaks and meals occur – Eating is not allowed while working except during breaks in an area designated by the warehouse manager.
	

	Locker room and storage of personal items – Personal belongings can only be stored in an area designated by the warehouse manager.  
	

	Handwashing procedures – when, where, and how to wash hands -- Hands must be washed for at least 20 seconds using handsoap and warm water at a handwashing sink and then be dried with a clean paper towel.  Hands must be washed when handling exposed foods.
	

	Use of disposable gloves – when to change -- Hands must be properly washed before putting on non-latex, single-use gloves. Gloves must be worn if handling ready to eat foods.
	


	Cleaning and Sanitizing

	Cleaning and sanitizing – Follow the Master Cleaning Schedule for assigned tasks.
	

	Use of test strips to determine sanitizer strength – The proper chemical test strips must be used to check the strength of sanitizing solutions prepared for use on food contact surfaces or thermometer probes that are used to check internal temperatures of foods. Each time new sanitizing solution is made the strength of the solution must be checked.
	

	MSDS location and proper use of hazardous chemicals -- Materials Safety Data Sheets (MSDS) are in each school cafeteria.  The storage location varies across sites; manager should inform employees about the location in each facility. A MSDS is required for all hazardous chemicals, including bleach, floor cleaners, air fresheners, and the items in the first aid kit.  When handling any hazardous chemicals, you must use the product as stated on the label, wear proper protective gear, and properly store them.
	

	Receiving and Storage

	Criteria for receiving foods – If assigned the task of checking shipments of food when it arrives, inspect foods within ten minutes of its arrival.  Detailed criteria are outlined in HACCP Section 2-5 Safe Food Handling.  Time-temperature controlled for safety (TCS) foods that arrive cold must be 41oF or colder, frozen foods must be 0oF or colder and hot foods at least 135oF.  Food that is not at proper temperatures or that is in a damaged container, is past dated, or for which the label is missing must be rejected.  Produce and baked goods that are moldy must also be rejected.  Rejected foods are stored in a salvage area designated by the warehouse manager until proper arrangements for disposal, return, or crediting can be made with the vendor.
	

	Storage conditions – cleanliness, foods on floor, and temperature of refrigerators and freezers

· Never remove labels from food packages or chemical containers.  

· Rotate products so the oldest food is in front and newest in back; discard past-dated food.

· Keep refrigerators at 39oF or colder, freezers at 0oF or colder, and hot-holding cabinets at least 135oF.

· Store food, single-use articles, and clean items at least six inches off the floor in storage areas that are clean and dry.

· Store cleaning supplies and other chemicals separate from all food, equipment, dishes, utensils, linens, and single-use items.
· Do not remove cleaning supplies and chemicals from their original containers unless mixing for use.  
· Do not overload freezers.
· Keep refrigerator and freezer doors closed as much as possible.

· Store raw foods below cooked or ready-to-eat foods.
	


*  If not part of job responsibility, note as not applicable (N/A).

I understand these policies and procedures and I agree to follow these policies and procedures because of their importance to keeping food safe for our children. I understand that following these policies and procedures are a condition of employment in this school and school district.

	
	
	
	

	Employee Signature

	Date
	Warehouse Manager Signature
	Date


File the Master Cleaning Schedule developed for your facility behind this page.

Refer to the samples in Appendices 3 and 4 at the end of this section; however, you may develop your own version as long as the schedule in use at the facility contains a comprehensive plan for keeping the facility clean and sanitary – who is to clean, how to clean, and frequency of the task.

NOTE: There is no need to print the sample Appendix C and include in the HACCP Binder. Include only a copy of the cleaning schedule actually used in the warehouse behind this page.
Appendix A

Employee Health Policy Documents
Note: All Employee Health Policy documents and references pertain to both Food Employees1 and Conditional Employees2.

1.  Employee Health Policy template.
2.  The Employee Health Policy Agreement to be signed annually for all employees. File signed copies in the 2-9: Training section

3. Return to Work Guide 2 for Employees 
working in a school serving Highly Susceptible Populations (HSP)

4. Return to Work Guide 3 for Employees working in a school serving the general population or non-HSP.

1"Food employee" means an individual working with unpackaged food, food equipment or utensils, or food-contact surfaces.  

2 "Conditional employee" means a potential FOOD EMPLOYEE to whom a job offer is made, conditional on responses to subsequent medical questions or examinations designed to identify potential FOOD EMPLOYEES who may be suffering from a disease that can be transmitted through FOOD and done in compliance with Title 1 of the Americans with Disabilities Act of 1990. 

3 The school nutrition programs have an obligation to take all reasonable measures to protect the health and well-being of our vulnerable populations. Some schools serve at-risk population students and we highly recommend that the School Food Authority (SFA),  Board of Education, or School Administrators adopt a local policy/procedure that reflects the need to protect HSP students. This may be done by establishing local guidelines that will be used to classify schools according to the populations served. This local SFA guidance should be used by the manager and PIC to determine the correct Return to Work Guide to use for selected school(s).

In addition, you may link to and download the US Food and Drug Administration (FDA) Employee Health Interactive Tool  from the Child Nutrition Website at http://childnutrition.ncpublicschools.gov/information-resources/haccp-food-safety/commercial-kitchen/commercial-kitchen/employee-health-policy
Click on the appropriate answers to each question for an easy determination whether an employee may work when ill.

CHILD NUTRITION FOOD EMPLOYEE AND CONDITIONAL EMPLOYEE HEALTH POLICY FOR _____________________________________

<Insert School Food Authority (SFA) name above>
PURPOSE 
The purpose of the Food Employee Health Policy is to ensure that all food employees or conditional employees notify the Manager or person-in-charge (PIC) when the employee experiences any of the conditions listed so that appropriate steps are taken to avoid transmission of foodborne illness or communicable diseases. 

POLICY 
The SFA is committed to ensuring the health, safety and well being of our employees and customers and complying with all health department regulations.
All food employees shall report:

Symptoms of:

1. Diarrhea 

2. Vomiting 

3. Jaundice (yellowing of the skin and/or eyes) 

4. Sore throat with fever 

5. Infected cuts or wounds, or lesions containing pus on the hand, wrist, an exposed body part (such as boils and infected wounds, however small). 
Note: Diarrhea and vomiting from noninfectious conditions do not apply to this policy; however, a physician should make the diagnosis of the noninfectious condition causing the diarrhea and vomiting and the employee should provide written documentation to the manager or PIC that the condition is noninfectious.

Diagnosis of:

1. Norovirus 

2. Salmonella Typhi (typhoid fever) 

3. Shigella spp. infection 

4. E. coli infection (Escherichia coli O157:H7 or other EHEC/STEC infection) 

5. Hepatitis A 

Note: The manager or PIC must report to the Health Department when an employee has one of these illnesses.

Exposure to:

1. An outbreak of Norovirus, Salmonella Typhi  (typhoid fever), Shigella spp. infection, E. coli infection, or Hepatitis A. 

2. Living with or caring for someone who has been diagnosed with Norovirus, Salmonella Typhi  (typhoid fever), Shigella spp. infection, E. coli infection, or Hepatitis A.
3. A household member attending or working in a setting with an outbreak of Norovirus, typhoid fever, Shigella spp. infection, E. coli infection, or Hepatitis A virus.

FOOD EMPLOYEE RESPONSIBILITY

All food employees/conditional employees shall follow the reporting requirements specified above involving symptoms, diagnosis and high risk conditions specified. All food employees/conditional employees subject to the required work restrictions or exclusions that are imposed upon them as specified by the North Carolina Food Code (Rules Governing Food Protection and Sanitation of Food Establishments) and the School HACCP Plan, shall comply with these requirements as well as follow good hygienic practices at all times. The employee will participate in training on the Employee Health Policy and will sign the Employee Health Policy Agreement annually.

PIC RESPONSIBILITY 
The PIC shall take appropriate actions as specified in the Food Code to exclude, restrict and/or monitor food employees who have reported any of the aforementioned conditions. The PIC shall ensure these actions are followed and only release the ill food employee once evidence, as specified in the Food Code, is presented demonstrating the person is free of the disease causing agent or the condition has otherwise resolved. 

The PIC shall cooperate with the regulatory authority during all aspects of an outbreak investigation and adhere to all recommendations provided to stop the outbreak from continuing. The PIC will ensure that all food employees who have been conditionally employed, or who are employed, complete the food employee health agreement and sign the form acknowledging their awareness of this policy. The PIC will continue to promote and reinforce awareness of this policy to all food employees on a regular basis to ensure it is being followed. In addition, the PIC will train employees annually on the Employee Health Policy and obtain signed copies of the Employee Health Policy Agreement. The PIC will maintain the Employee Illness Log contained in the HACCP Plan Section 2-6: Monitoring on an as needed basis.
Child Nutrition Food Employee/Conditional Employee Health Policy Agreement

Reporting: Symptoms of Illness 
I agree to report to the manager or Person in Charge (PIC) when I have: 

1. Diarrhea 

2. Vomiting 

3. Jaundice (yellowing of the skin and/or eyes) 

4. Sore throat with fever 

5. Infected cuts or wounds, or lesions containing pus on the hand, wrist, and exposed body part (such as boils and infected wounds, however small). 
Note: Diarrhea and vomiting from noninfectious conditions do not apply to this policy; however, a physician should make the diagnosis of the noninfectious condition causing the diarrhea and vomiting and the employee should provide written documentation to the manager or PIC that the condition is noninfectious.

Reporting: Diagnosed “Big Five” Illnesses 
I agree to report to the manager or PIC when I have been diagnosed with: 

1. Norovirus 

2. Salmonella Typhi (typhoid fever) 

3. Shigella spp. infection 

4. E. coli infection (Escherichia coli O157:H7 or other EHEC/STEC infection) 

5. Hepatitis A 

Note: The manager or PIC must report to the Health Department when an employee has one of these illnesses. 

Reporting: Exposure of “Big Five” Illnesses
I agree to report to the manager or PIC when I have been exposed to any of the illnesses listed above through: 

1. An outbreak of Norovirus, typhoid fever, Shigella spp. infection, E. coli infection, or Hepatitis A. 

2. Living with or caring for someone who has been diagnosed with Norovirus, typhoid fever, Shigella spp. infection, E. coli infection, or hepatitis A. 

3. A household member attending or working in a setting with an outbreak of Norovirus, typhoid fever, Shigella spp. infection, E. coli infection, or Hepatitis A virus. 

Exclusion and Restriction from Work 
If you have any of the symptoms or illnesses listed above, you may be excluded* or restricted** from work. 

*If you are excluded from work you are not allowed to come to work. 
**If you are restricted from work you are allowed to come to work, but your duties may be limited. 
Returning to Work 
If you are excluded from work for having symptoms of diarrhea and/or vomiting, you will not be able to return to work until 24 hours have passed since your last episode of diarrhea and/or vomiting or you provide medical documentation from a physician.

If you are excluded from work for exhibiting symptoms of a sore throat with fever or for having jaundice (yellowing of the skin and/or eyes), Norovirus, Salmonella Typhii (typhoid fever), Shigella spp. infection, E. coli infection, and/or Hepatitis A virus, you will not be able to return to work until medical documentation from a physician is provided.
If you are excluded from work for having been exposed to Norovirus, Salmonella Typhii (typhoid fever), Shigella spp. Infection, E. coli infection, and/or Hepatitis A virus, you will not be able to return to work until the following post-exposure times: 48 hours for Norovirus; 3 days for E. coli or Shigella; 14 days for Salmonella Typhii; and 30 days for Hepatitis A virus or if cleared after a Igg vaccination. 

Agreement

I understand that I must: 

1. Sign this agreement annually.

2. Report when I have or have been exposed to any of the symptoms or illnesses listed above; and 

3. Comply with work restrictions and/or exclusions that are given to me.

I understand that if I do not comply with this agreement, it may put my job at risk.

	
	
	

	Employee Name (printed)
	Employee Signature
	Date

	
	
	

	Manager/PIC Name (printed)
	Manager/PIC Signature
	Date
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Appendix B
Recommendations for Equipment Maintenance Schedule Tasks:

1. State the preventive Maintenance Tasks that are needed for your facility. Some suggestions include:

· Cleaning condensors of refrigeration and freezer units

· Defrosting freezer units

· Oiling and Lubricating moving parts of equipment.
· Changing HVAC Filters if applicable

· Schedule Fire suppression system

· Schedule Fire extenguisher inspection

· Check cords and plugs for equipment operated by electricity
· Maintenance of transport vehicles and equipment
2. Tell who is responsible for the maintenance tasks; for example:

· Conducted by contracted service – name of business

· Conducted by employees/departments of the SFA
3. Indicate when or how often the tasks are performed – specific dates or frequency.
4. Insert the completed preventive maintenance schedule in the designated place on page 4 of HACCP Section 2-4: Pre-requisite Programs.
.

Appendix C
Sample Cleaning Schedule
You may use the sample cleaning schedule on page 21 or develop your own as long as the schedule in use at the facility contains a comprehensive plan for keeping the facility clean and sanitary.

The equipment listed is not an exhaustive list.  Please add equipment/chores that are currently not on the list and delete any equipment/chores that you do not have. Adjust procedures to ensure that manufacturer’s recommendations or specific instructions for cleaning chemicals used are followed.

Add employee name/position assigned to each cleaning chore. Post the schedule (or equivalent) for easy reference and file a copy in the HACCP Binder under the designated section in Section 2-4: Pre-requisite programs behind page 12. 

Sample Cleaning Schedule and Procedures (Use in combination with pages 22-27)

Sample Cleaning Schedule for 2012-13
Employees are responsible for all of assigned tasks throughout the month indicated. Refer to the cleaning procedures in the HACCP plan for details.

	Employee
	Aug
	Sept.
	Oct
	Nov
	Dec
	Jan
	Feb
	March
	April
	May
	June

	
	1-8
	9-16
	17-23
	24-30
	1-8
	9-16
	17-23
	24-30
	1-8
	9-16
	17-23

	
	9-16
	17-23
	24-30
	1-8
	9-16
	17-23
	24-30
	1-8
	9-16
	17-23
	24-30

	
	17-23
	24-30
	1-8
	9-16
	17-23
	24-30
	1-8
	9-16
	17-23
	24-30
	1-8

	
	24-30
	1-8
	9-16
	17-23
	24-30
	1-8
	9-16
	17-23
	24-30
	1-8
	9-16

	1. HACCP Assighment: ___________

2. Tables/Drawers/Ingredient Bins

3. Sweep/Mop

4. Garbage Cans/ Hand Sink

5. Dry Storage Area (weeky)
6. Restrooms/ Break Area (weekly)
7. Air Vents (monthly)

8. Carts and Storage Racks (monthly)


	9. HACCP Assighment: ________

10. Sweep & Mop
11. Transport Vehicle Maintenance
12. Garbage Cans / Hand Sink

13. Windows (Monthly)
14. Freezer (weekly)
15. Back Entrance/Dumpsters (weekly)
16. Chemical Storage Room (monthly)
	17. HACCP Assighment: __________

18. Sheving
19. Sweep & Mop
20. Coolers (weekly)

21. Freezer (weekly)

22. Building Exterior (monthly)

23. Doors (monthly)
	24. HACCP Assighment: __________

25. Loading and Transport Equipment
26. Sweep & Mop
27. Sinks

28. Carts and dollies (weekly)
29. Fans (monthly)

30. Clean & Sanitize Drains (monthly)



Appendix C, continued, Sample Cleaning Schedule and Procedures (Use in combination with page 21)

	Item
	Frequency
	Procedures to Clean

	Floors
	Daily
	Method 1:

1. Fill mop bucket with four gallons of cool water.

2. Add an all-purpose cleaner.  Mop floor with solution.

Method 2:

1. Fill mop bucket with four gallons of cool wate.r

2. Add an all-purpose cleaner.

3. Apply solution freely with mop or scopp.

4. Scrub with deck brush

5. Rinse and squeegee down floor drain.

	
	Monthly
	Method 1:

1. Fill mop bucket with four gallons of warm water.

2. Add degreaser if needed.

3. Apply solution freely with mop.

4. Allow the solution to remain on the floor four to five minutes.

5. Scrub heavily soiled areas with deck brush or broom.

Method 2:

1. Rinse and fill mop bucket with clear water.

2. Using clean mop, prepare solution using four gallons of warm water.

3. Add degreaser.

4. Apply solution feely with mop or scoop.

5. Scrub with deck frush.

6. Push down the floor drain. 

	Mop and 

Mop Buckets
	Daily
	1. Hang upside down to dry. 

2. Rinse mops, brooms, and dustpans.

	Freezer, Reach-in
	Daily
	1. Clean up spills immediately.

2. Spray exterior door handles with detergent solution.

3. Wipe clean.

	
	Monthly
	Exterior:

1. Spray with an all-purpose cleaner, including fronts, handles, sides, hinges, latches, wheels, and legs.

2. Risne with clear water.

3. Dry with a clean towel.

	
	As Necessary
	1. Transfer food to another freezer.

2. Unplug

3. Remove shelves

4. Defrost, if necessary.

5. Wash shelves in a three-compartment sink.

6. Scrub interior walls, top, bottom, sides, doors, gaskets, latch and hinges with an all-purpose clenaer.

7. Rinse with clear water.

8. Turn on.

9. Replace shelves

10. Replace food when temperature reaches 0oF (-18oC)


	Freezer, Walk In


	Daily
	1. Clean up spills immediately.

2. Spray exterior doors and handles with detergent.

3. Wipe clean.

	
	Monthly
	Exterior:

1. Spray with an all-purpose cleaner, including front, handls, sides, hinges, and latches.

2. Rinse with clear water and dry with a clean paper towel.

	
	As Necessary
	1. Frost should not exceed ¼-inch.

2. Turn off.

3. Transfer food to another frezer.

4. Remove shelves.

5. Defrost

6. Clean shelves, interior walls, top, floor, and gaskets with an all-purpose clenaer.

7. Turn on.

8. Wiep dry.

9. Replace food when temperature reaches 0oF

10. Do not flush interior with water.

	Hand Sink
	Daily
	1. Spray outside, inside and around facuet surface with detergent.

2. Wipe clean.

	
	Monthly
	1. Spray under lip of sink and surround wall areas, back splash, pipes, etc. with detergent solution.

2. Wipe clean.


	Ice Machine
	Daily
	1. Spray outside surfaces with a detergent solution and wipe clean.

2. Clean and sanitize ice scoop in a three-compartment sink.

	
	Weekly
	1. Inspect the drain hose for debris.

2. Clean with a detergent solution and wipe clean.

3. Sanitize the surface with a properly prepared sanitizing solution.

	
	Monthly
	Exterior:

1. Spray outside surfaces carefully with detergent

2. Clean all surfaces including hinges and legs.

	
	Seasonally
	1. Unplug.

2. Remove loose ice from bins.

3. Wash inside bin surfvaces with a detergent solution.

4. Rinse thoroughly with clear water.

5. Replug.

	Refrigerator,

Reach In
	Daily
	1. Clean up spills immediately.  

2. Spray exterior doors and handles with detergent.  

3. Wipe clean.

	
	Monthly
	Interior: 

1. Using a stiff brush, scrub refrigerator including top, sides, bottom, shelves, back, door, and gaskets with an all-purpose cleaner. 

2. Rinse with clear water.

Exterior: 

1. Scrub front, sides, doors, handles, latches, wheels and legs with an all-purpose cleaner.

2. Rinse with clear water.

3. Air-dry.

	Refrigerator,

Walk In
	Daily
	1. Clean up spills immediately.  

2. Wipe exterior door and handle with detergent.  

3. Wipe clean with a clean cloth.

	
	Monthly
	Interior: 

1. Wash shelves, walls, door, latch, hinges, floor and air curtain (if applicable) with an all-purpose cleaner.

2. Rinse with water

	
	As Necessary
	1. Remove food.

2. Remove shelving.

3. Scrub with an all-purpose cleaner and stiff brush.  

4. Rinse with clear water.  

5. Replace food.

	Storeroom and Shelving
	Daily
	1. Clean up spills immediately.

	
	Monthly
	1. Organize.  

2. Dust cans, exposed shelves and pallet surfaces.  

3. Upon delivery remove cans from carton, inspect for dents and follow dented can procedure, and date..  

4. Rotate all stock (FIFO).

	
	As Necessary
	1. Remove foods from shelving units and pallets.  

2. Scrub pallets and shelves, including posts, and legs with an all-purpose cleaner and stiff brush.  

3. Rinse

4. Air-dry

	Trash Cans
	Daily
	1. Empty.  

2. Rinse with warm water to ensure all loose food particles are dislodged.  

3. Replace liners.

	
	Monthly
	1. Scrub inside, outside, handles and base with an all-purpose cleaner and stiff brush.  

2. Rinse with clear water.   

3. Turn upside down to drain.

	Utility Carts/Dollies
	Daily
	1. Wipe top, sides, handles, ledges, shelves, under shelves, and wheels with an all-purpose cleaner and rinse.

	
	Monthly
	1. Scrub top, sides, handle, ledges, shelves, and wheels with an all-purpose cleaner and stiff brush.

2. Rinse with warm water.

	Transport Vehicles
	Daily
	1. Perform a walk-around inspection of the vehicle prior to being placed into service each day (lights, mirrors, tires, fuel, etc).
2. Verify that vehicles are clean and will maintain required temperatures for food transport.

3. Inspect fluids and pressures as required and maintain proper levels.

	
	Monthly
	1. Check refrigeration and freezer units.
2. Perform detailed cleaning and maintenance as required by CN Administrator or Warehouse Manager.

	
	Annually

	1. Obtain required inspections and perform annual required maintenance. 



Appendix D
Advantages and Disadvantages of Different Chemical Sanitizers

	Chemical
	Concentration
	Contact Time
	Advantage
	Disadvantage

	Chlorine
	50 ppm in water between 75oF (24oC) and 100oF (38oC)


	7 seconds
	Effective on a wide variety of bacteria; highly effective; not affected by hard water; generally inexpensive 


	Corrosive, irritating to the skin, effectiveness decreases with increasing pH of solution; deteriorates during storage and when exposed to light; dissipates rapidly; loses activity in the presence of organic matter 



	Iodine
	12.5-25 ppm in water that is at least 75oF (24oC)
	30 seconds
	Forms brown color that indicates strength; not affected by hard water; less irritating to the skin than is chlorine; and activity not lost rapidly in the presence of organic matter. 


	Effectiveness decreases greatly with an increase in pH (most active at pH 3.0; very low acting at pH 7.0); should not be used in water that is at 120oF (49oC) or hotter; and might discolor equipment and surfaces. 



	Quaternary Ammonium Compounds
	U to 200 ppm in water that is at least 75oF (24oC)
	30 seconds
	Nontoxic, odorless, colorless, non-corrosive, nonirritating; stable to heat and relatively stable in the presence of organic matter; active over a wide pH range 


	Slow destruction of some microorganisms; not compatible with some detergents and hard water 




Appendix E
SCHOOL CHILDREN'S HEALTH ACT OF 2006 

Session Law 2006-143; House Bill 1502. 

The General Assembly of North Carolina enacts: 

SECTION 1.  G.S. 115C-12 is amended by adding a new subdivision to read: 

(33) Duty to Protect the Health of School-Age Children From Toxicants at School.  The State Board shall address public health and environmental issues in the classroom and on school grounds by doing all of the following: 

a. Develop guidelines for sealing existing arsenic-treated wood in playground equipment or establish a time line for removing existing arsenic-treated wood on playgrounds and testing the soil on school grounds for contamination caused by the leaching of arsenic-treated wood in other areas where children may be at particularly high risk of exposure.

b.  Establish guidelines to reduce students' exposure to diesel emissions that can occur as a result of unnecessary school bus idling, nose-to-tail parking, and inefficient route assignments. 

c. Study methods for mold and mildew prevention and mitigation and incorporate recommendations into the public school facilities guidelines as needed.

d. Establish guidelines for Integrated Pest Management consistent with the policy of The North Carolina School Boards Association, Inc., as published in 2004. These guidelines may be updated as needed to reflect changes in technology. 

e. Establish guidelines for notification of students' parents, guardians, or custodians as well as school staff of pesticide use on school grounds. 

SECTION 2.  G.S. 115C-47 is amended by adding four new subdivisions to read: 

(45) To Address the Use of Pesticides in Schools. Local boards of education shall adopt policies that address the use of pesticides in schools. These policies shall: 

a.  Require the principal or the principal's designee to annually notify the students' parents, guardians, or custodians as well as school staff of the schedule of pesticide use on school property and their right to request notification. Such notification shall be made, to the extent possible, at least 72 hours in advance of nonscheduled pesticide use on school property. The notification requirements under this subdivision do not apply to the application of the following types of pesticide products: antimicrobial cleansers, disinfectants, self-contained baits and crack-and-crevice treatments, and any pesticide products classified by the United States Environmental Protection Agency as belonging to the U.S.E.P.A. Toxicity Class IV, "relatively nontoxic" (no signal word required on the product's label).

b. Require the use of Integrated Pest Management. As used in this sub-subdivision, "Integrated Pest Management" or "IPM" means the comprehensive approach to pest management that combines biological, physical, chemical, and cultural tactics as well as effective, economic, environmentally sound, and socially acceptable methods to prevent and solve pest problems that emphasizes pest prevention and provides a decision-making process for determining if, when, and where pest suppression is needed and what control tactics and methods are appropriate. 

(46) To Address Arsenic-Treated Wood in the Classroom and on School Grounds. Local boards of education shall prohibit the purchase or acceptance of chromated copper arsenate-treated wood for future use on school grounds. Local boards of education shall seal existing arsenic-treated wood in playground equipment or establish a time line for removing existing arsenic-treated wood on playgrounds, according to the guidelines established under G.S. 115C-12(33). Local boards ofeducation are encouraged to test the soil on school grounds for contamination caused by the leaching of arsenic-treated wood. 

(47) To Address Mercury in the Classroom and on School Grounds.  Local boards of education are encouraged to remove and properly dispose of all bulk elemental mercury, chemical mercury, and bulk mercury compounds used as teaching aids in science classrooms, not including barometers. Local boards of education shall prohibit thefuture use of bulk elemental mercury, chemical mercury compounds, and bulk mercury compounds used as teaching aids in science classrooms, not including barometers. 

(48) To Address Exposure to Diesel Exhaust Fumes. Local boards of education shall adopt policies and procedures to reduce students'exposure to diesel emissions." 

SECTION 3.  Nothing in this act shall be construed to create a private cause of action against the State Board of Education, a local board of education, or their agents or employees.

SECTION 4.  G.S. 115C-47(45)b., as enacted by Section 2 of this act, becomes effective October 1, 2011. The remainder of this act becomes effective October 1, 2006.

In the General Assembly read three times and ratified this the 10th day of July, 2006. 

Beverly E. Perdue, President of the Senate 

James B. Black, Speaker of the House of Representatives 

Michael F. Easley, Governor 

Approved 7:39 p.m. this 19th day of July, 2006 
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Appendix F

GUIDE TO 
DEVELOPING A FOOD DEFENSE PLAN 
FOR 
WAREHOUSE AND DISTRIBUTION CENTERS

What is Food Defense? 
Food defense is putting measures in place that reduce the chances of the food supply from becoming intentionally contaminated using a variety of chemicals, biological agents or other harmful substances by people who want to do us harm. These agents could include materials that are not naturally-occurring or substances not routinely tested for in food products. A terrorist’s goal might be to kill people, disrupt our economy, or ruin your business. Intentional acts generally occur infrequently, can be difficult to detect, and are hard to predict. 

Food defense is not the same as food safety. Food safety addresses the accidental contamination of food products during storage and transportation and focuses on biological, chemical or physical hazards. The main types of food safety hazards are microbes, chemicals and foreign objects. Products can become contaminated through negligence and can occur during storage and transportation. 

Some of the information you will use to create your Food Defense Plan will already exist in your Hazard Analysis and Critical Control Point plan (HACCP) and other documents relating to emergency response procedures. Consult these documents for information. There is no need to “reinvent the wheel” when developing your Food Defense Plan. 

Why Develop a Food Defense Plan? 
A Food Defense Plan helps you identify steps you can take to minimize the risk that food products in your establishment will be intentionally contaminated or tampered with. A plan increases preparedness. Although the plan should be in place at all times, it may be particularly helpful during emergencies. During a crisis, when stress is high and response time is at a premium, a documented set of procedures improves your ability to respond quickly. A Food Defense Plan will help you maintain a safe working environment for your employees, provide a safe product to your customers, and protect your School Food Authority. 
By using this guide, you will be able to develop a food defense plan specific to your facility. Complete page 11 and you will have your plan. Keep in mind that not all of the guidance contained in this document may be appropriate or practical for every warehouse and distribution center. You should review the guidance and assess which preventive measures are suitable for your operation. You should determine the most cost-effective way to achieve food defense goals based on your facility’s situation. It is important to remember that there is no “one size fits all” approach to creating your Food Defense Plan. The plan can be as long or as short as is appropriate for your operation.

Who Might Adulterate a Food Product? 
Below are some examples of the types of individuals who might be motivated to intentionally adulterate food products. You should contact your local law enforcement community for additional information about potential local threats to your facility. 

Examples of Threats 
• Disgruntled current or former employee 

• Members of terrorist or activist groups posing as: 

- Cleaning crew 

- Contractors 

- Temporary employees 

- Truck drivers (shipping and receiving) 

- Visitors 

- Utility Representatives 

Individuals that want to intentionally adulterate product and do not have authorized access to your facility are considered intruders. Another threat may come from an internal source, such as disgruntled current or former employees and other insiders, who typically know what procedures are followed in the facility and often know how to bypass many security controls that would detect or delay an outside intruder. 

Steps in Developing a Food Defense Plan 
You may use the following three steps when developing a Food Defense Plan. If you follow and complete these steps and use the forms provided as a template, you will have developed a food defense plan for your facility. These three steps are explained more fully on the following pages.

1. Conduct a Food Defense Assessment 
2. Develop a Food Defense Plan
3. Implement the Food Defense Plan
Step 1 – Conduct a Food Defense Assessment 
Begin by choosing a person or team to be responsible for the security of your warehouse or distribution center. The team or responsible person will answer the questions in the assessment below to help you understand which parts of your facility may be more vulnerable. When completing this assessment remember to consider both potential internal and external threats. The results of the assessment should be kept confidential so that they do not provide a roadmap for future attacks. 

To use the following Food Defense Assessment, read each question and check the response that best describes how your business operates. Keep in mind that not all questions will be appropriate for all facilities. If a question does not apply, check “N/A”. A “Yes” response for every question is desirable but not expected. A “No” answer on a question does not necessarily mean there is a serious problem with security at your warehouse or distribution center. A “No” should trigger some thinking about whether additional security measures are needed. Some questions provide a website address for additional information that might help you formulate your plan.

OUTSIDE SECURITY

1. What food defense measures does your warehouse/distributorship have in place for the exterior of the building?
	
	Yes
	No
	N/A

	Are the facility’s grounds secured to prevent entry by unauthorized persons

(e.g. by locked fence, gate or entry/exit doors, guard service)?
	
	
	

	Is there enough lighting outside the building to properly monitor the warehouse at night/early morning?
	
	
	

	Do emergency exits have self-locking doors and/or alarms?
	
	
	


2. Are the following secured with locks, seals, or sensors when unattended (after hours/weekends to


prevent entry by unauthorized person?

	

	Yes
	No
	N/A

	Outside doors and gates?
	
	
	

	Loading dock doors?
	
	
	

	Trash compacting chutes?
	
	
	

	Windows?
	
	
	

	Roof openings?
	
	
	

	Vent openings?
	
	
	

	Trailer (truck) bodies?
	
	
	

	Truck hatches?
	
	
	

	Railcars?
	
	
	


3. Does your warehouse/distributorship have food defense procedures for people and/or vehicles entering the facility and/or parking in your lot?

	
	Yes
	No
	N/A

	Does the property have a controlled or guarded entrance?
	
	
	

	Are employee vehicles identified using placards, decals, or some other form of visual identification?
	
	
	

	Are authorized visitor/guest vehicles identified using placards, decals, or some other form of visual identification?
	
	
	


GENERAL INSIDE SECURITY

4. Does your warehouse/distributorship have food defense measures inside the facility?

	

	Yes
	No
	N/A

	Is there an emergency lighting system in the facility?
	
	
	

	Does your warehouse/distributorship have monitored security cameras (CCTV)?
	
	
	

	Does your building have an emergency alert system that is tested regularly?
	
	
	

	Are the locations of controls for emergency alert systems clearly marked?
	
	
	

	Are all restricted areas (i.e. areas where only authorized employees have access) clearly marked?
	
	
	

	Are visitors, guests, and other non-employees (e.g., contractors, salespeople, truck drivers) restricted to non-product areas unless accompanied by an authorized employee?
	
	
	

	Does local law enforcement (including the fire department) have up-to-date copies of facility layouts/blueprints?
	
	
	

	Are procedures in place to check toilets, maintenance closets, personal lockers, and storage areas for suspicious packages?
	
	
	

	Do you regularly take inventory of keys to secured/sensitive areas of the facility?
	
	
	

	Are ventilation systems constructed in a manner that provides for immediate isolation of contaminated areas or rooms?
	
	
	


5. Are the controls for the following systems restricted (e.g., by locked door/gate or limiting access to designated employees) to prevent access by unauthorized persons?

	

	Yes
	No
	N/A

	Heating, Ventilation, and Air Conditioning systems?
	
	
	

	Propane Gas?
	
	
	

	Water systems?
	
	
	

	Electricity?
	
	
	

	Refrigeration systems?
	
	
	

	Volatile chemicals used in refrigeration?
	
	
	

	Engine/compressor rooms?
	
	
	


6. Does your facility have food defense procedures in place for its computer systems?

	

	Yes
	No
	N/A

	Is the access to the system password-protected?
	
	
	

	Are firewalls built into the computer network?
	
	
	

	Is the system using a current virus detection system?
	
	
	

	Are back ups kept off-site?
	
	
	


7. Which of the following food defense procedures does your facility have in place for the storage of hazardous materials/chemicals such as pesticides, industrial chemicals, cleaning materials, and disinfectants?

	

	Yes
	No
	N/A

	Is the access to inside and outside storage areas for hazardous materials/chemicals such as pesticides, industrial chemicals, cleaning materials, and disinfectants restricted in some manner to allow use by designated employees only?
	
	
	

	Is a regular inventory of hazardous materials/chemicals maintained?
	
	
	

	Are discrepancies in daily inventory of hazardous materials/chemicals (in excess of household use) immediately investigated?
	
	
	

	Is a procedure in place to receive and securely store hazardous chemicals?
	
	
	

	Is a procedure in place to control disposition of hazardous chemicals?
	
	
	


SHIPPING and RECEIVING SECURITY

8. Does your facility have food defense procedures in place for handling outgoing shipments?

  
(Helpful information is provided at the following website: http://www.fsis.usda.gov/oa/topics/transportguide.htm)

	

	Yes
	No
	N/A

	Are outgoing shipments sealed with tamper-evident seals?
	
	
	

	Are the seal numbers on outgoing shipments documented on the shipping documents?
	
	
	

	Do you keep records of the above-referenced inspections?
	
	
	

	Is a bill of lading maintained for all outbound activity?
	
	
	


9. Which of the following food defense procedures does your facility have in place for handling incoming shipments?

	

	Yes
	No
	N/A

	Is access to loading docks controlled?
	
	
	

	Are loaded trailers and/or rail cars on the premises maintained under lock and/or seal?
	
	
	

	Are trailers and ral cares inspected prior loading and unloading?
	
	
	

	Is a bill of lading maintained for all inbound activity?
	
	
	

	Is advance notification from suppliers (by phone, email, or fax) required for all incoming deliveries?
	
	
	

	Are suspicious alterations in the shipping documents immediately investigated?
	
	
	

	Are all deliveries checked against the roster of scheduled deliveries?
	
	
	

	Are unscheduled deliveries held outside facility premises pending verification?
	
	
	

	Are off-hour deliveries accepted?
	
	
	

	If off-hour deliveries are accepted, is the presence of an authorized individual to verify and receive the delivery required?
	
	
	

	If off-hour deliveries are accepted, is the presence of an authorized individual to verify and receive the delivery required?
	
	
	

	Are less-than-truckload (LTL) or partial load shipments vehicles checked?
	
	
	

	Are incoming shipments of products required to be sealed with tamper-evident or numbered seals (and documented in the shipping documents)?  Are these seals verified prior to entry?
	
	
	

	Are transportation companies selected with consideration of the company’s ability to safeguard the security of product being shipped?
	
	
	

	Do the transportation companies perform background checks on drivers and other employees who have access to products?
	
	
	

	When choosing your compressed gas vendor do you consider whether or not they have implemented general security measures?
	
	
	


10. Does this facility allow returned goods, including returns of U.S. exported products, to enter the plant?

(  Yes

(  No (GO to Question 12 under Mail Handling Security)

11. Which of the following food defense procedures does this facility have in place for returned goods?

	

	Yes
	No
	N/A

	Are all returned goods segregated in the plant for evidence of possible tampering before salvage?
	
	
	

	Are  records maintained for returned goods?
	
	
	

	Does the plant follow the procedures outlined in FSIS Directive 9010.1 for return of U.S. exported products?
	
	
	


12. Which of the following food defense procedures does this facility have in place to ensure mail handling security?

	

	Yes
	No
	N/A

	Is mail handling activity conducted outside operations? (For example, in a separate room or facility away from operations?)
	
	
	

	Are mail-handlers trained to recognize and handle suspicious pieces of mail using U.S. Postal Service guidelines?  (Helpful information is provided at the following website: htt://www.usps.com/news/2001/press/serviceupdates.htm)
	
	
	


PERSONNEL SECURITY

13. Which of the following food defense procedures does your facility have in place for ensuring that Personnel adhere to the security requirements?

	

	Yes
	No
	N/A

	Are background checks conducted on all employees and contractors (both permanent and seasonal) who will be working in sensitive operations?
	
	
	

	Do all employees receive training on security procedures as part of their orientation training?
	
	
	

	Are employees, visitors, and contractors (including construction employees, cleaning crews, and truck drivers) identified in some manner at all times while on the premises?
	
	
	

	Does your facility control access by employees and contractors entering the plant during working hours (e.g. coded doors, receptionist on duty, swipe cared, etc.)?
	
	
	

	Does your facility control entry of employees and contractors into the plant during non-working hours (e.g. access limited by key card or code number)?
	
	
	

	Does your facility have a way to restrict temporary employees and contractors (including construction employees, cleaning crews, and truck drivers) to areas of the warehouse relevant to their work?
	
	
	

	Is an updated shift roster (i.e., who is absent, who the replacements are, and when new employees are being integrated into the workforce) kept by management for each shift?
	
	
	

	Do you inspect employee lockers?
	
	
	

	Are employees and/or visitors restricted as to what they can bring (cameras, etc.) into the warehouse?
	
	
	

	Are employees monitored when removing company-provided clothing or protective gear from the premises?
	
	
	


PROCEED TO STEP 2 – DEVELOP A FOOD DEFENSE PLAN!

STEP 2 – DEVELOP A FOOD DEFENSE PLAN

Now that you have identified the aspects of your warehouse or distribution center that may be vulnerable you will need to identify cost-effective preventive actions that can be taken to minimize those vulnerabilities.

At a minimum, your Food Defense Plan should address:

· inside security

· outside security

· storage security

· shipping and receiving security

Some examples of potential vulnerabilities and food defense measures are listed below.

	General Inside Security

	Sample Vulnerabilities
	Potential Food Defense Measures

	Unescorted visitors with access to storage areas
	Limit visitor access through the use of checkpoints and badges.  Restrict visitors from congregating/waiting in close proximity to outside dock areas.

	Personnel security – contractors 
	Require contractors to screen and train their employees.  Provide plant supervision or oversight of contract staff working in the facility.


	Storage Security

	Sample Vulnerabilities
	Potential Food Defense Measures

	Cleaning supplies, pest control chemicals and other hazardous material may be used as contaminants.
	Secure access to all points of building entry during non-operating hours.  Control use and storage of hazardous materials by locking in area away from other inventory.  Allow access to only those who should have access.


	Shipping and Receiving Security

	Sample Vulnerabilities
	Potential Food Defense Measures

	Unscheduled deliveries 
	Accept receipt of only scheduled deliveries.  Inventory packages against manifest and order forms and examine package integrity.

	Products shipped in unsecured trucks, or multiple deliveries per shipment (less-than-truckload)
	All truck shipments should be secured by use of tamper-evident seals.  Drivers should be trained regarding proper shipping documentation.

	Contaminants placed in products awaiting loading/unloading
	Make periodic checks of integrity of packaging.  Require personnel identification badges.  Increase employee awareness of this risk.  CCTV may also be used.

	Truck drivers on dock with access to plant
	Have drivers sign in and escort them at all times while inside the facility.


	General Outside Security

	Sample Vulnerabilities
	Potential Food Defense Measures

	Open perimeter, allowing access to facility
	Secure all entry ways, windows, vents, loading bays, and other access points.

	Exterior access to storage areas, loading docks, on site trailers used for cold and dry storage
	Fence exterior access points to storage structures.  Secure all access points, including loading areas.  Install exterior lighting.  Use tamper-evident locks or seals on trailers.


Using the above information, you are now ready to complete your plan.  After completing the following pages you will have successfully developed a Food Defense Plan for your specific facility.  Congratulations!
Food Defense Plan for:

(Your facility’s name) _________________________________________________________________

Step 1. Begin by answering the self assessment questions to determine if changes should be made to your current practices.


Step 2. Copy the possible areas of vulnerability you found you may have into the column called “Vulnerability” below. Then in the column beside it, list what food defense solutions you plan to use to reduce them. If you do not know of possible solutions, you may contact the FSIS Office of Food Defense and Emergency Response (OFDER) at 866-395-9701.

Outside Security

	Vulnerability
	Food  Defense Solutions

	Example:  There is no outside surveillance system.
	Example:  Install a security system.

	
	

	
	

	
	



Inside Security

	
Vulnerability
	Food  Defense Solutions

	Example:  No record of customers to contact in case of a food recall.
	Example:  Keep a list of major customers, how to contact them and what foods they generally buy.

	
	

	
	

	
	



Shipping and Receiving Security

	Vulnerability
	Food  Defense Solutions

	Example:  Deliveries are never on a schedule.
	Example:  Set up a delivery schedule with supplier and stick to it.

	
	

	
	

	
	



Personnel Security

	Vulnerability
	Food  Defense Solutions

	Example:  Employees do not know that intentional food poisoning could occur.
	Example:  Discuss intentional food poisoning with employees and what they should do if they suspect it.

	
	

	
	

	
	


If you suspect someone has tampered with food at your facility consult your emergency contact list.

Step 3 – Implement the Food Defense Plan

Once you have a written Food Defense Plan, these questions will help you to ensure that it is functional and

 up-to-date.

	
	Yes
	No
	N/A

	Is there a designated person or team to implement, manage and update the Food Defense Plan?
	
	
	

	Have appropriate personnel been trained in food defense?
	
	
	

	Are the details of food defense procedures kept confidential?
	
	
	

	Is the emergency contact information for local, state, and federal government homeland security authorities and public health officials included in the food defense plan?
	
	
	

	Is the contact information reviewed and updated regularly?
	
	
	

	Have you or someone in your facility initiated contact with these authorities?
	
	
	

	Are employees encouraged to report signs of possible product contamination, unknown or suspicious persons in the facility, or breaks in the food defense system?
	
	
	

	Does the plan contain evacuation procedures?  Helpful information is provided at the following website:  www.osha.gov/dep/evacmatrix/index.html 
	
	
	

	Are procedures in place to restrict access to the facility to authorized personnel only during an emergency?
	
	
	

	Does the facility have a documented recall plan that is updated regularly and ensures the segregation and proper disposition of recalled products?
	
	
	


As discussed above, key elements of effective plan implementation include assigning responsibilities, training staff, developing contact lists, and checking your recall plan.

Assigning Responsibilities
Individual employee’s food defense responsibilities should be defined and documented in your plan.  Assign overall responsibility for food defense to a single employee, if possible, who has an understanding of the security requirements.

Staff Education
Educate staff in all provisions of the plan.  The purpose of food defense awareness training is to ensure your employees know their responsibilities.  Educational opportunities should address access control procedures, access to restricted areas, protecting critical components, and procedures for reporting suspicious activities.  Understanding the threat of intentional adulteration and the potential consequences should help employees consistently execute preventive measures, increasing the overall effectiveness of the plan.  Encourage the “neighborhood watch” concept-employees can be your “eyes and ears”.

Food Defense Plan Assessment and Revision

Review your plan and revise it, as needed, at least annually or when there is a change in your process. You may need to revise the plan to address changing conditions such as, adding a new customer; adding a new technology; etc.  Record the fact that you have done so in the space below.

	Date
	Reason for Assessment
	Signature

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Emergency Contact Numbers

In addition to warehouse employees, current local, state and federal government Homeland Security contacts and public health officials should be listed in the plan. Local law enforcement and FBI offices should also be included in the contact list. Update the list regularly.  You may wish to keep this list near your phones for a ready reference.

	Person, Agency or Organization
	Phone Number

	Warehouse Emergency Contact/Crisis Management Team
	

	Local Police Department
	

	Local FBI Office Weapons of Mass Destruction Coordinator 

http://www.fbi.gov/hq/nsb/wmd/wmd home.htm
	

	City/County Department of Health
	

	State Department of Health
	

	State Department of Emergency Response or Homeland Security
	

	USDA FSIS OPEER
	

	USDA FSIS Office of food Defense & Emergency Response 
	866-395-9701

	FDA
	

	Customers
	

	Insurance Carrier
	

	Other
	


Product Recall Procedures

You probably already have Product Recall procedures developed and included in some other plan in your operation. Please review your recall procedures and determine if any updates need to be made to address food defense concerns. If you do not have established recall procedures in place, consider development of recall procedures.

File completed forms in Section 2-9: Continuing Education & Professional Developpment.





If a food employee reports a diagnosis of Norovirus, E.coli O157:H7, Shigella, Hepatitis A virus, or Salmonella Typhi, immediately exclude the employee and contact the local Health Department for guidance.





Employee Illness Decision Guide for Manager or Person in Charge (PIC) of Schools with Highly Susceptible Populations (HSP)


HSP)


To be used for employees working with a HSP.�Use this flow chart to determine if an employee with an undiagnosed illness can spread the illness through food and should be restricted or excluded from work.





NO





Does the employee have symptoms of an infected cut or wound?








Has the employee been exposed to a confirmed diagnosis of one of the Big Five?





Does the employee have symptoms of sore-throat with fever?





Does the employee have vomiting, diarrhea, or jaundice?





YES





YES





NO





Employee calls school to report illness,


PIC asks EACH of the following questions:





YES





YES





NO





NO





No food �safety risk





ALLOW WORK 


WITH RESTRICTIONS





Employee does not work with exposed food, clean equipment, utensils, linens, or unwrapped single-service items


Contact Health Dept. for guidance 


        on return of employee


Reinforce handwashing


Educate on symptoms


Discuss illness reporting policy


Discuss how illness is transmitted through food by ill food employees





Protect the lesion or open wound with an impermeable cover.  If the lesion or open wound is located on a hand, use a single-use glove.








No food �safety risk





No food �safety risk





No food �safety risk





ALLOW REGULAR WORK





Educate on symptoms


Reinforce handwashing


No bare hand contact with ready-to-eat foods


Discuss illness reporting policy


Discuss how illness is transmitted through food by ill food employees





EXCLUDE EMPLOYEE 


FROM WORK





If already at work, send home


If vomiting and diarrhea, exclude from work until 24 hours after symptoms end


If jaundiced, contact the Health Department


If sore throat with fever, must provide doctor’s note before returning to work 


Discuss how illness is transmitted through food by ill food employees





Employee Illness Decision Guide for Person in Charge (PIC) of Schools with General Populations (non-HSP)


HSP)


To be used for employees working with general populations.�Use this flow chart to determine if an employee with an undiagnosed illness can spread the illness through food and should be restricted or excluded from work.





NO





Does the employee have symptoms of an infected cut or wound?








Has the employee been exposed to a confirmed diagnosis of one of the Big Five?





Does the employee have symptoms of sore-throat with fever?





Does the employee have vomiting, diarrhea, or jaundice?





YES





YES





NO





Employee calls school to report illness,


PIC asks EACH of the following questions:





YES





YES





NO





NO





No food �safety risk





Protect the lesion or open wound with an impermeable cover.  If the lesion or open wound is located on a hand, use a single-use glove.








No food �safety risk





No food �safety risk





No food �safety risk





ALLOW WORK 


WITH RESTRICTIONS





Employee does not work with exposed food, clean equipment, utensils, linens, or unwrapped single-service items


Contact Health Dept. for guidance 


        on return of employee


Reinforce handwashing


Educate on symptoms


Discuss illness reporting policy


Discuss how illness is transmitted through food by ill food employees





ALLOW REGULAR WORK





Educate on symptoms


Reinforce handwashing


No bare hand contact with ready-to-eat foods


Discuss illness reporting policy


Discuss how illness is transmitted through food by ill food employees





EXCLUDE EMPLOYEE 


FROM WORK





If already at work, send home


If vomiting and diarrhea, exclude from work until 24 hours after symptoms end


If jaundiced, contact the Health Department


If sore throat with fever, must provide doctor’s note before returning to work 


Discuss how illness is transmitted through food by ill food employees





If a food employee reports a diagnosis of Norovirus, E.coli O157:H7, Shigella, Hepatitis A virus, or Salmonella Typhi, immediately exclude the employee and contact the local Health Department for guidance.





NOTE: Download this page if desired and adjust the tables below to reflect tasks required for your school and for the number of employees assigned. Use in combination with the procedures beginning on page 22 in the HACCP Plan Section 2-4.


Post the schedule for easy reference and file a copy in the HACCP Binder 2 under pre-requisite programs.
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